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Abstract

This session considers the necessary steps to build, implement, and train a successful
computer incident response team (CIRT). We will discuss the necessary requirements for
building the team, the policies and procedures of the organization, the responsibilities of
the team, as well as the training of the team. We will follow a standard practice example
starting with the authority for establishing a team including an organization’s
responsibilities for compliance with FISMA, NIST guidelines as well as others including
HIPAA, GLBA, and SB1386 etc. We will examine how we select the members of a

team, how we determine the individual roles and duties of CIRT team members as well as
the duties of the team as whole. The standard practice will explore training needs and the
use of practical exercises to prepare the team.

We will also illustrate the procedures that the CIRT team will follow when responding to
an incident including on call rotation, the identification of an incident, the classification
of the incident, and the escalation process. Also covered will be methodologies for the
investigative process that include maintaining an investigative toolkit, evidence
collection, preserving evidence, transporting evidence, the retention period, final
reporting, and resolution of the incident. We will end the session with a discussion of
when your in-house CIRT team should escalate the investigation to professional
investigators or law enforcement.
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